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Abstract. Multi-agent systems have been successfully used in a number of in-
dustrial applications. However, in the domain of industrial automation systems,
little practical experience about the use of agents in such a demanding environ-
ment exists. Nowadays automation systems face new challenges and therefore
new concepts are needed to meet them. This paper presents a vision of using
agents within industrial automation systems from the point of view of automa-
tion engineering. To this end, the characteristic structures of automation sys-
tems are analyzed and opportunities, as well as advantages, of applying agent-
oriented concepts are investigated. A possible approach for the integration of a
multi-agent system into existing automation systems is introduced and illus-
trated by an application example.

Keywords:  agent applications, automation systems, process control software,
plant design, plant engineering.

1 Introduction

Automation systems such as those deployed in industrial plants, are complex, large
and persistent hardware software systems being stamped by the characteristics of the
technical processes they are designed to control. The software applied today in indus-
trial automation systems has grown incrementally and therefore distinguishes itself by
static hierarchical structures with precisely separated tasks, specialized functions and
information structures. The applied concepts are based on different functional soft-
ware levels according to the hardware structure, and hardware devices are modeled as
predefined software components that have to be configured and connected into com-
plete applications. These concepts have been successful during the last 20 years.
However, the development of automation systems software faces new challenges. The
rapid development of high-capacity hardware components such as microcontrollers



leads to more decentralized systems structures. Besides that, a strong need for integra-
tion of new functionality from enterprise management and business levels into the
automation system arises. This trend leads to an increasing complexity1 in automation
systems, appearing in a more extensive functionality of the used hardware devices in
the plant (the so called field devices) and consequently in more complex interactions
between hardware and software entities. This evolution effects an expanded effort for
development, plant design2, plant engineering3 and maintenance. In order to decrease
this effort and reduce the tasks of engineers, future software for automation systems
has to be able to handle this complexity. Comparing these challenges to static struc-
tures and functional characteristics of existing software in automation systems, it is
doubtful if actual software concepts are qualified to match the increasing complexity.
An interesting approach to handle complexity in automation systems could be to map
the increased "intelligence"4 of hardware components into the software system. How-
ever, therefore new concepts and methods for automation software engineering are
needed. The paradigm of autonomous agents is a promising concept for engineering
complex, distributed systems. In some fields of software systems (e.g. the automation
of business processes or information management), they have already found their way
into real-world applications. This paper deals with the application of agent-oriented
approaches to enhance the software of automation systems for simplification of both
plant design, engineering and maintenance as well as the integration of functionality
from external systems. Towards this objective, a clear understanding of the target area
is necessary and two central questions have to be answered:

• Is the agent-oriented approach well suited to design and build software for auto-
mation systems? (Or conversely: Do the characteristics of automation systems in-
dicate the suitability of an agent-oriented approach?)

• How can agent-oriented concepts be integrated into the existing and persistent
software /  hardware structures of automation systems?

In seeking to answer these questions, this paper is structured as follows. In section 2
the target area is analyzed with regard to the relevance of agent-oriented approaches.
For this purpose a detailed view at the software structures in automation systems is
introduced, together with a general rating of the existing concepts compared to the
challenges on future software development. In section 3 the relevance of the agent-
oriented paradigm to meet these challenges is examined and the fundamental possibil-
ity of applying agent-oriented concepts to legacy automation systems is investigated.
                                                                
1 In this context, the term "complexity" is used in a general manner; not in the specific technical

sense of algorithmic or computational complexity [1].
2 Plant design contains activities of technical realization of a plant with design phase, implemen-

tation phase and plant commissioning phase.
3 Plant engineering contains activities during plant operation with the aim to maintain or im-

prove the technical operativeness of a plant. This includes condition monitoring and estima-
tion of plant components, decision on measures and implementation of measures in the plant.

4 The term "intelligence", as widely used in the application domain of automation engineering
refers to the extended functionality of field devices, like self-diagnosis and failure prediction
[12]; in this article it is not used in the sense of artificial intelligence.



The basic ideas for the introduction of multi-agent systems are described in section 4.
In section 5 an example of using agents in asset management systems shows the ad-
vantages of an agent-oriented approach in this area.

2 Problems in engineering and operation of automation systems

In this section the target area of automation systems in industrial plants will be intro-
duced in detail to make clear the characteristics of the problem and compare them to
the merits of an agent-based approach.

2.1 What is an automation system?

Industrial plants are technical facilities, in which technical (e.g. energy-related, chemi-
cal, production or material-handling) processes are controlled automatically. Examples
are pharmaceutical plants, automotive production plants or power plants. The automa-
tion system used within a plant consists of three different elements (see Fig.1):

• The technical process running in a technical system
• The control system and the communication system for information flow linkage of

hardware and software entities
• The process personnel for operating & managing

More detailed information on the automation system's elements is provided in [2].
There are also other types of automation systems, e.g. in the domain of product auto-
mation, where the technical process takes place within a single device. Within the
scope of this paper only automation systems used in plant automation are regarded.
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Fig. 1. Elements and information flows of an automation system.

Nowadays deployed automation systems feature three outstanding characteristics:

1. High degree of automation, i.e. the operations to control the technical process are
predominantly performed automatically. The tasks of process operators are limited
to the superordinated process control and intervention in exceptional situations.

2. The automation system has to accomplish extensive and complex automation func-
tions [2]. Automation functions are for instance: Control of the technical process,
handling and observation of operating sequences, monitoring, diagnosis and main-
tenance. These automation functions are nearly solely fulfilled by software.



3. Plant development and design (including the configuration of hardware entities and
communication systems) are often considered separately from the operation of
automation systems. This leads to a lack of transmissibility between design phase
and plant engineering phase (during operation) and therefore causes problems in
data consistency together with a high manual engineering effort.

Additionally it should be considered that, from a technical point of view, an automa-
tion system often consists of hard and software entities of different manufactures and
their different technologies (e.g. bus protocols or field device interfaces). These differ-
ent entities have to be integrated into the complete system (including the software
system) with manual engineering effort.

In order to determine the fundamental problems and challenges in plant design, in-
stallation, commissioning and engineering, a more detailed investigation of the inher-
ent structure of automation systems will be given in the next section.

2.2 Characteristics of modern automation systems

In the course of the development of automation technology more and more functions
which take place within technical systems were performed by automated equipment,
i.e. the degree of automation increased. At first automation functions were developed
at the operational level (like supervision of process values, control of sequences, etc.)
for the respective measurement and control systems. With the application of automa-
tion computer systems comprehensive functions from the „higher“ levels were inte-
grated into the automation system (like sequence planning and optimization) [2].
As a consequence of this evolution, modern automation systems have a hierarchical
structure with different automation functions at each hierarchical level. This hierarchi-
cal structure is called the automation pyramid and represents a canonical abstract
model for the structure of complex multilayered plants [2],[3]. Within this model the
several organizational levels of an automation system are shown (see Fig. 2). The
typical automation pyramid for automation systems in a plant consists of the following
levels (from the bottom up):
The actuator-sensor level, the field level, the process control level and the manage-
ment level. These levels are networked between each other with different bus systems,
which are adapted for the specific requirements of data flows at each level.
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Fig. 2. Canonical structure of modern automation systems.

At the actuator-sensor level (also called process level) measured values, i.e. physical
process variables like temperature, pressure and distance, are captured via sensors
and influence values for controlling the technical process are output via actuators
(controlling elements) like valves, pumps, heatings and servo-motors.
The field level accommodates all tasks needed for processing measured values from
the process and directly influencing of the process [3]. At the field level, typical auto-
mation computers like programmable logic controllers and microcontrollers are used. In
addition the process can be influenced using monitoring and operating consoles.
At the process control level monitoring and process management of the overall proc-
ess is performed, as well as production control, start up and shut down processes and
superordinate malfunction handling. Due to the high number of plant hardware com-
ponents, the management and engineering of the plant (e.g. setting of field devices
and communication parameters) as well as maintenance planning has to be done.
Within the management level all higher-ranking enterprise levels are summarized. At
this level tasks such as production planning, evaluation and analysis of process re-
sults and optimization of operational sequences are executed.
Regarding the software in the automation system, a clear separation of information
processing can be identified: at each level different data is processed and different
views on the technical process exist.
During the last 20 years the implementation of software in automation systems has
been performed in the same way [2],[6]: The overall functionality is decomposed into
single functions, of which a lot of are available in the form of prefabricated universal
program building blocks (i.e. standard blocks for control, monitoring, operating, su-
pervision and recording tasks). These single functions are connected together with
regard to data flows and temporal dependencies. This process is called configuration.
The quite different goals and specific conditions at the several levels and the resulting
requirements to the software (e.g. amount of data, temporal restrictions) have caused a



strong orientation of the means of description5 used for implementation towards the
automation functions and views that are realized at each level.
The prevalently applied means of description are some kind of visual net-based lan-
guages. Examples are Function Building Blocks (FBB), Continuous Function Charts
(CFC) and Sequential Function Charts (SFC) [4],[6]. The abstraction level of these
means of description is very close to implementation and focused on the hardware-
and machine-related properties of the system [5].
The same characteristics apply accordingly to application models 6 that are the basis
for the means of description. All application models have in common to describe a
system in the form of a composite (net) of passive entities and provide a function or
sequence oriented view on the automation system.
Today the software systems in automation systems with their specific characteristics
face new requirements as explained in the next section.

2.3 Challenges of future automation systems

Two main factors have a strong influence on the evolution of automation systems:

1. Due to the rapid development of information technology, high-capacity hardware
components like fast processors, large memories and wide-band networks are available
today. This leads to an increasing decentralization within automation systems and a
distribution of functionality into field devices. Resulting from this is an increasing
amount of communication and increasing effort for the configuration of system entities
as well as of the complete system. The dynamic development of hardware components
in automation systems is in contradiction to the long life-cycle of a plant (up to 30
years). Hence, automation systems are subject to an ongoing partial modification. This
affects particularly the automation system software which is intensely stamped by the
structural aspects of the plant: several software entities are optimized or adapted to
changes in the hardware structure or in processes. This results in strong requirements
on flexibility and adaptability of the software during the whole life-cycle [8].

2. The requirements of the process control technology market are a driving force for
future development directions and affect automation systems in several aspects:

• The trend to shorter time-to-market cycles and higher productivity require a flexible
and dynamic production [9].

                                                                
5 Means of description picture certain issues in graphical or textual manner for visual perception

and storage. They include alphanumeric characters, symbols or other graphical description
elements (semiotics) as well as conventions on their combinations (syntax). The several de-
scription elements, their combinations or assignments are correlated to specific conditions or
concepts of a certain technical context (semantics) [5].

6 An application model is a representation of a certain part of the real world which is subject to
modeling and realization. An application model normally consists of a data model and a se-
quence model [7].



• For further increase of the degree of automation, autonomous and adaptive automa-
tion systems are required. This includes support of human operators in complex
tasks like condition monitoring of plant components and decision on measures.

• The vertical integration of additional functionality form higher enterprise levels (e.g.
enterprise resource planning and management information systems) requires a
stronger interconnection of the machine level with all business levels. Therefore,
the interoperability of the different systems has to be accomplished. That means a
higher coupling and transmissibility of information flows between the different,
strictly separated levels of the automation system [17].

• A better support of users in plant design and engineering, especially configuration
and parameterization7 of system entities is needed (because of the increasing func-
tionality in field devices, the efforts for configuration are even higher). The integra-
tion of new system components has to be supported and automated. The vision is a
"plug'n'play" scenario comparable to the MS Windows world [10].

The two main factors mentioned above, that drive the evolution of automation sys-
tems, can be abstracted to the following consequence: Due to the extension of the
former solely hierarchical communication within an automation system by additional
services and the demand for a flexible communication to more "intelligent" hardware
components (up to n:n communication correlations), more and complex interactions
within the automation system become necessary. As automation systems cannot be
built form scratch but are subject to ongoing change, these influences have to be
compared to the static and hierarchical structure of contemporary systems. It seems
obvious that as a result of these influences, both the scale and the complexity of
automation software will strongly increase to fulfill all necessary automation functions.
This complexity can be characterized and classified in two aspects:

• Functional aspects. Organization and control of a distributed system at runtime (i.e.
including the dynamic allocation of functionality).

• Design and Engineering aspects. Development and design of a decentralized plant
structure as well as configuration and management of single comp onents.

The capabilities of existing software to manage the evolving complexity in comparison
with the merits of an agent-oriented approach are presented in the next section.

3 Why are agent concepts relevant to automation systems?

In section 2.2 and 2.3 the characteristics of modern automation systems and require-
ments for further evolution were shown. They can be summarized in properties that are
intrinsic of all automation systems and their software used in industrial plants:

• Automation systems are complex and distributed systems.
• Automation systems require different views. Engineers, process personnel and

managers have a individual view on structure, data and functionality.
                                                                
7 Choice of variable values to characterize the system's behavior within a given structure [4].



• Automation systems require flexible and adaptive software. Changes affecting the
software can refer to data, structure or operating sequences of the system.

These properties are comparable to the general properties of complex decentralized
systems as described by Jennings in [11]. Fig. 3 shows, on the left side, an overview of
the inherent properties of complex systems: A complex system has a large number of
parts that have many interactions. Complexity frequently takes the form of an organiza-
tional structure of interrelated subsystems and their components, relations between
subsystems vary over time. Generally viewing the development of software these
days, a wide range of software models and techniques have been devised to make it
easier to handle this complexity. However, they fall short in two main ways [11]:

1. The interactions between the various computational entities are too rigidly defined.
2. There are insufficient mechanisms available for representing the system's inherent

organizational structure.

Picking up the analysis aspects in section 2.2, this statement also applies to software
of automation systems: This software is hardware- and implementation-oriented and
has strict restrictions to structure and interactions within clearly separated functional
levels. Although there are means to represent organizational structures, these struc-
tures have to be defined at design time and are not adaptive to dynamic changes later
at runtime. Also these structures implement a determinate view on functional levels
within an automation system and rigid interactions between system entities. They do
not provide the means for a flexible structural reorganization and new flexible interac-
tions as needed to match the challenges mentioned in section 2.3.
According to [1] the agent-oriented approach is a natural way of system decomposi-
tion and a reasonable alternative to contemporary approaches in software engineering.
Fig. 3 illustrates how the inherent properties of a complex system are reproduced in an
agent-based system: Subsystems and subsystem components are mapped to agents
and agent organizations; interactions between subsystems and subsystem comp o-
nents are mapped to cooperation, coordination and negotiation mechanisms; and
relations between them are mapped to explicit mechanisms for representing organiza-
tional relationships. For further details, see [1],[11].
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Fig. 3. Canonical view of a complex system compared to an agent-based system [11].

Two facets of the comparison between complex systems and agent oriented systems
are of particular significance:

1. In an agent-oriented software system, multiple agents represent the decentralized
nature of the problem, the multiple locations of control, the multiple perspectives or
the competing interests. This abstraction reproduces the inherent properties of real-
world systems and leads to a better handling of complexity within the software.

2. By high-level interactions, agent systems provide mechanisms for building flexible
organizational structures. This effects dynamic bottom up coordination and en-
hances possibilities for dynamic adaptation of software to a changing environment.

For these reasons, it can be concluded that agent-oriented concepts are suitable to
meet the requirements of modern automation systems. The agent-oriented approach
seems applicable for the development of automation system software.
However, as automation systems and process control software have a long life-cycle,
they can be subject to only slow and incremental changes. Hence, the question arises,
can agent-oriented concepts be integrated in existing automation system structures
and are they able to deal with legacy software or its underlying application models?
As explained in section 2.2, the means of description for the development of automa-
tion system software typically are specializations of some kind of visual net-based
languages. With object oriented methods these languages can be described as net-
works of interconnected instances. In [5] the possibility is shown, that these models
can always be mapped to an object-oriented reference model. In a reference model
objects, encapsulate processes and functionality, but also can represent their dynamic
input or output information [8].

There are certain similarities and conceptional correlations between object- and
agent-oriented approaches. Both adhere the principles of encapsulation and informa-
tion hiding and recognize the importance of interactions. Agents extend these con-
cepts by autonomy (control over internal state and action choice), own thread of con-
trol and persuasion of objectives within themselves [1]. Hence, the ability of object-



oriented concepts to reproduce application models of automation system software in
principle can be assigned to agent-oriented concepts as well. In short: agent-oriented
approaches basically can be integrated in existing automation systems.
In the next section the fundamental ideas of integrating agent-oriented approaches
into existing automation systems are presented.

4 Application of the agent-oriented approach to existing
automation systems

4.1 Constraints

Within the domain of information technologies, new software concepts and technolo-
gies are deployed in real-world applications very rapidly. However, the innovation of
automation system software structures is characterized by an explicitly slower prog-
ress than those in office automation or internet applications. This for several reasons:

• Software in automation systems evolves incrementally due to its long life-cylce.
• In contrast to the information technology domain, where mostly standard comput-

ers or servers are used, hardware components used in the automation domain are
specific to the application area. For this reason software and hardware components
have a much closer association (e.g. programmable logic controllers), changes in
software often affect hardware and vice versa.

• Industrial plants are large heterogeneous hardware-software systems causing an
enormous effort for development and operation and therefore they have a propor-
tionate investment volume. Herein lies the reason for a significant skepticalness of
plant operating managers against radical technical innovation.

Since the early nineties, cooperative multi-agent systems and intelligent agents are of
increasing concern with respect to the software engineering of large scale distributed
systems [13]. For an efficient introduction and a wide acceptance in the automation
domain, new software concepts and software systems based on them have to support
legacy systems to a large extent. Thus a number of constraints have to be considered:

• The new approach has to be adopted in a pragmatic manner. This means that the
design of the new software system introduced has to be oriented to the basic struc-
tures of existing application models in order to meet the requirements of process
control technology performantly and to be understandable for the user [10].

• Application models already used in the application domain have to be integrated
while keeping interoperability. Existing implementations should be expandable [4].

• Adding new performance features has to be possible without deep changes to
existing software and hardware architectures.



Considering these conditions leads to the approach for the integration of an agent-
based system into the automation system structure explained in the next two sections.

4.2 The automation system seen as a role system

The fundamental approach is based on the principle of a comprehensive complete
representation of real entities by agents. This idea follows the insight that every real
entity including its functional range can be regarded as a role within a role system. The
notion of a role focuses on the position and responsibilities of an entity within an
overall structure or system [14]. The role results from the task a certain entity has to
fulfill within the system, in order to provide the system's overall functionality. Further
it is important that a certain entity can - depending on its functional range - possibly
obtain different roles, depending on the individual view (partial functional aspect) the
system is regarded with. The analogy of roles within a system is very close to the
human mental model8 when decomposing, developing and realizing a system.
Due to the modeling concepts and implementation techniques applied so far, an auto-
mation system is viewed only as a composite of passive entities. That is, the activities
necessary for the realization of several roles in a executable system have to be per-
formed by humans during plant design and engineering phase. These activities in-
clude the customization of a system entity's functionality (both hardware and software
entities) to the required role within the system and its environment (configuration). But
further, the mentioned system entity fulfills the expected role in a passive manner. On
changes within the system or its environment, the provided functionality of the entity
has to be customized again by human activity according to the changes of the role.
If, in contrast, the role is realized by agents, substantial activities can be automated.
The agent - aware of its own objectives - can dynamically adapt its behavior to
changes and re-customize the represented entity. Beyond configuration, further activi-
ties can be automated such as condition monitoring of entities, overall management of
system components and their configurations, or integration of external systems.
Below the basics for modeling existing automation systems with agents are explained.

4.3 Integration of an agent system

Based on the abstraction of roles, the automation system is extended by an agent
system in the form of an orthogonal communication level within the hierarchy (Fig. 4).
The cooperating agents are designed to act very closely with the automation system
and can be divided in two basic categories: resource agents and service agents.

                                                                
8 Mental models are representations of the real or virtual world in the human brain, built by the

cognitive abilities of human [5].
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Fig. 4. Multi-agent system within the automation system hierarchy.

• Within the agent system all of the real existing entities addressing the problem of
the automation system are represented by resource agents. The entity represents
the sphere of perception and influence of the agent. The granularity of this sphere
depends from the goals to achieve (e.g. a single device, a device interface, a control
program, a control element such as function building blocks or a set of variables).

• Resource agents encapsulate the information flow of the entity they represent. That
is, they are able to communicate with the entity's (e.g. device's) specific interfaces
and provide an abstract view on the entity within the agent system.

• Resource agents can be of different types in order to represent different views
(roles) on the entity: design agent, commissioning agent, condition monitoring
agent, diagnosis agent. These agents may have to cooperate in performing a role.

• Resource agents act autonomously in reference to the entity they represent. For
example: agents representing a field device are capable of reacting to changing en-
vironmental conditions by self-adaptation of communication or physical parameters
of the device. Device-specific status and diagnosis signals (as provided by modern
field devices) can be recorded and interpreted by resource agents in order to gener-
ate diagnosis and maintenance information (e.g. life and failure prediction).

• Resource agents can autonomously build organizational structures reflecting the
physical or logical plant structures, e.g. a compound of field devices within a certain
machine. That way "plug'n'play" of devices can be realized. Within the compound
of agents diagnosis and maintenance information can be used to determine the
functional reserve9 of single devices or of plant components. Pro-active acting can
be applied for failure prediction or preventive maintenance planning.

• Service agents do not represent a certain real existing entity, but a certain task or a
view on the automation system or part of it. They are designed to realize superordi-

                                                                
9 The functional reserve characterizes the instantaneous availability of an entity and allows

conclusions on future plant or process behavior.



nate functionality that is not bound to a certain device or control element. Examples
of such a functionality are management of devices, management of configurations
or inspection of the overall system in order to generate maintenance information.

• The existing communication within the automation system (e.g. block-to-block
communication via status signals) is maintained. This is necessary to accomplish
the generally strict requirements for control of the technical process (e.g. real-time
requirements) without restrictions on the flexibility within the agent system.

This way additional functionality and services like automation of configuration se-
quences or flexible management of devices, can be realized within the agent system.
This functionality is enabled as a result of the high-level flexible interactions in an
agent system compared to the signal oriented communication of the automation sys-
tem. Operations and sequences that were restricted by the structure of the existing
hardware and software system are reproduced in the orthogonal agent layer. By doing
so, a closer coupling of information flows of the different levels in the automation
system can be obtained without fundamental changes to existing hardware and soft-
ware structures - an important aspect for the plant operating managers.
An interesting aspect for the manufacturers of plants and plant components is the
effect of implementation protection: The resource agents of a device encapsulate all
functionality and data specific to the device. The automation and engineering systems
solely have access to the software interface of the agents, not to their implementation.
Using this "black-box" principle, in-house knowledge can be hidden, which already
today is of great interest to plant manufacturers.
The next section illustrates, how to build applications for automation systems and
which advantages can be achieved. As an application example the area of asset man-
agement is used, which is an upcoming trend in today's automation engineering world.

5. Application example: agent-based asset management

In automation engineering, functions for administration and optimization of devices
are gaining importance in comparison with pure process control functions. These
functions are summarized in the term "asset management10" or "asset optimization".
The ongoing developments in automation engineering concerning this area are tar-
geted at supporting extensively plant commissioning and engineering (online asset
management). That is, to utilize all plant equipment such as PLCs, machines, or field
devices for adding value and provide the required availability with optimal effort.
An asset management system is a data processing system that collects, concentrates
and rates heterogeneous information to conclude the condition of several plant com-
ponents. Additional access exists to external systems like (electronic) plant documen-

                                                                
10 In a broader sense the term "asset" is used in a more comprehensive way, describing all value

added by entities of an enterprise; in this context "asset" refers to the plant equipment only.



tation or business administration systems [15]. The NAMUR11 [16] recommendation
for asset management systems lists the functional requirements of these systems:

• Parameterization and configuration of field devices
• Documentation of field device history
• Condition monitoring of field devices and other plant components
• Access to components of the process control software
• Access to plant documentation, CAE-systems and business administration systems

This makes clear that asset management not only targets the maintenance of the ex-
isting plant, but starts with design and engineering of process control components
and includes access to plant environment. To fulfill this functionality, the asset man-
agement system has to access process operating information. Sources of information
are measured values from the technical process, status signals & diagnostic informa-
tion of field devices and special monitoring facilities. Further sources of information
that are not directly needed for process operation but for planning, design and engi-
neering are:

• Engineering tools, CAE (computer-aided engineering) systems
• Parameterization tools for field devices
• Documentation of the plant and plant components
• Business administration systems

The data required for optimization of plant engineering must be completely extracted
from the existing systems. Finally different user groups who have individual views on
the automation systems have to be supported:

• Plant designers and plant commissioning experts
• Plant operating managers e.g. factory managers and plant operators
• Plant maintenance staff e.g. engineering and system experts

At present, enterprises have to bring up high costs for engineering their asset man-
agement applications to increase the availability and productivity of plants. The rea-
sons are, on one side, the higher configuration effort due to the increased functional-
ity of the field devices. On the other side, there is an increasing specialization of de-
vice data for the same reason. Thus, a divergent variety of control concepts and tools
for field devices results. Another substantial problem is the access to existing engi-
neering, CAE and business administration systems, as they are based on historically
evolved "de facto standards" and have little in common regarding their data represen-
tation. In addition, there are problems of information protection that occur when infor-
mation has to be accessible across the boundaries of different network infrastructure.
In short, two fundamental challenges exist in realizing an asset management system:
1. Support for varying views of different users groups, depending on their objectives
and 2. Integration of heterogeneous distributed information sources.
In an agent-oriented approach, the different information sources, views, tasks and
system abstractions are represented by resource and service agents. These agents

                                                                
11 European association of users of process control technology - see http://www.namur.de



encapsulate external data sources within the agent system and cooperate on a com-
mon semantic level. This way, the highly decentralized character of the asset manage-
ment system can be abstracted to a flexible software structure. Fig. 5 shows the basis
structure of an agent-based asset management system: The blocks left and right show
the system's environment, the different views of the system are illustrated on top.
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Fig. 5. Agent-based asset management system.

The application of the agent-based approach, results in an integrated overall system
that can also be introduced in an existing environment. Its properties are:

• The agent-based asset management system is a self-contained data processing
system. The core functions of the automation system are not impaired.

• The heterogeneity of information sources has no impact on the entire asset man-
agement system, but is hidden by several agents.

• Changes in parts of the system have only local effects, new system parts or tasks
can be added dynamically to the overall system.

• Every implementation of an asset management system shows a high degree of indi-
vidualization, due to the particular environment. The use of agents facilitates the
reuse of single system components or even partial systems.

The realization of the presented approach will be a significant enhancement towards
the goal of an extensive and effective asset management system.

6. Conclusion

In this paper the opportunities as well as the advantages, of introducing of agent-
based concepts into automation systems have been investigated. The focus was on
legacy, contemporary automation systems used in industrial plants. Due to the limits



of current software concepts new approaches are needed to handle the increasing
complexity in automation systems. It was argued that agents are well suited to solve
the problems of contemporary automation systems and a basic approach for the intro-
duction of a multi-agent system into existing systems was presented. Compared to
current software concepts for automation systems, the merits of the presented ap-
proach are a transparent software structure, and a dynamic, adaptive application soft-
ware.
For a successful application of the presented approach, the existing constraints re-
garding legacy automation system structures and applications have to be considered.
The implementation of the approach is subject to work-in-progress. Therefore, techni-
cal difficulties have to be overcome. These difficulties arise due to the limits of existing
communication structures that restrict the access to field devices and process control
data. Also challenges have to be met when introducing a new orthogonal agent-based
communication layer. These challenges concern e.g. the data consistency between
automation system and multi-agent system and the coordination of both systems
without affecting existing automation functions.
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